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Exercise 6 – Windows 11 security
Windows Basics [TT00CD75]
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In this exercise there are questions about Windows 11 security. Use the relevant security tools for finding necessary information asked in each question. 
Important: Do not include other information in your answer, only what was asked!
1. [bookmark: _GoBack]Tell with your own words (in Finnish if your mother language is Finnish, and in English if your mother language is not Finnish) what are the main security threats of Windows 11 workstations. (2p)

2. Use Virus and threat Protection and make Quick Scan. How long it took? What was the result? Take screenshots before and after, please.

3. Firstly download  the installer for the application named Notepad++ (https://notepad-plus-plus.org/downloads/)  
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Start to install it. Does UAC wake up and and does it ask allowance to make changes? Please, cancel the install. Now start User Account Control (UAC), change it to Never Notify. 
Start to install Notepad++ again, does UAC allow now make changes without notification?
Take screenshots before and after, please.
After this exercise, please return UAC back to default value.

4. Open Firewall & network protection and select Allow an app through firewall.   Search applications Chrome and Edge, and write here are those applications allowed to communicate through Windows Defender Firewall. Take also a screenshot from settings.

5. Check that you done in earlier Exercise drive K: 
Check first is BitLocker enabled for K: drive Now enable BitLocker for K: drive, take a screenshot from each step. Restart your virtual computer, now try to access K: drive, write and document your observations.

6. Check what updates have been done to your virtual computer, and when the updates have been done. Take a screenshot. After that check for updates. Take a screenshot.

7. In PowerShell we can run scripts to set system and security issues in Windows. Open PowerShell and give the command Get-ExecutionPolicy. What is the answer? Explain with your own words what does it means?
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